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Richard Mulders R=SCOP

« Principal Consultant, Auditor & Trainer |
~ « 10+ years experience in (GxP) Computer System Validation
—IT Systems (Manufacturing, Reporting, Control, Monitoring)
— Equipment (Production, Laboratory)
— Quality Management Systems

\ s Subject Matter Expert on Computerized Systems for the Dutch
_ Accreditation Board (RVA)

— 1ISO17025
~1S015189
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ABOUT US

Regulatory System Compliance Partners

v" Founded in 2005 as a response to challenges
experienced within the GxP regulated industry

v' Privately owned company

v Global one-stop solution provider for GxP compliance
services and software
» Compliance and Quality Management Software
= Consultancy Services, Rescop Academy, Turnkey
Projects

v Board, Corporate Management Team, Corporate QA,
Global Business Development and Operations, Business
Development and Operations per area

v' 120 FTEs

v 1SO 9001:2008 and ISO 27001:2013 certified
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J @
R=SCO° QAducation

Luchthavenweg 81-41 Kwakerpad 5
5657 EA Eindhoven 4844 RP Terheijden
+31 (0852017277 -~ ... +31 (0)85 130 16 35

info@rescop.com info@gaducation.nl

WWW.rescop.com www.gaducation.nl

Eurachem - GAMP 5 Introduction
15 Jul 2020 4




University / Higher Education Partners R=SCO°

doedaeds

by > -

U]I]JV ersité HAN_UNIVERSITY
de Poitiers OF APPLIED SCIENCES
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for Interactivity - R=SCO°

* Please open the following page on your Laptop / Phone:

| \ https://pollev.com/rescop386
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| « What is GAMP5?
"« Key concepts
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~* Project Phase
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What is GAMP5? | R=SCO?

LAW

A computerized system is a set
of software and hardware
components which together fulfill
certain functionalities.

. The application should be
\ validated; IT infrastructure
\should be qualified.

Where a computerized system replaces a manual gperation, there should
be no resultant decrease in product quality, process control or quality
assurance. There should be no increase in the overall risk of the process.
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/V</h at is GAMP5? ~ RESCOP
\

The laboratory information

managemen\\t system(s) used for the

collection, processing, recording,

reporting, storage or retrieval of data

shall be validated for functionality.

‘\ \ “Laboratory information management
\ | system(s)” includes the management
\ \ ~ ~ ofdataand information contained in

both computerized and non-
\ computerized systems

GXP Compliance, services & Solutions
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What is GAMP5? R2SCOP
/ Aims to achieve computerized systems that are fit for intended use and

meet current regulatory requirements, by building upon existing industry good
practice in an efficient and effective manner.

Provides practical guidance that (amongst others):
-+ Establishes a common language and terminology
\\ « Promotes a system life cycle approach based on good practice

L

\ GAMP 5 r GUIJE

(2008)
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GAMP 5

A Risk-Based Approach to
Compliant GxP Cemputerized Systems

-
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https://ispe.org/

A Risk-Based
Apgroach 1o Operation of
GxP Computerized Systems

Enabiling inn(

& 1sPE.G.mp

we Gamp Good Practice Guides

& 1sPE (Gimp

Approach to Testing
of GXP Systoms

Laboratory  Global Information Systems  Process Controls = Ak s

s 't:::;‘;‘;:’:,‘;g"f.:.: Infrastructure  Calibration Management  Testing
Validation and -
Compliance

o e syatems [ Electronic Data Archiving  Electronic Records and Signatures

and Data

Other Information

Papers and Articles  Templates and Examples  Training Materials

Source: Figure 1.2, GAMP 5: A Risk-Based Approach to Compliant GxP ComputgHE%gngs{e%%M 8@”@9‘5&%%5 2008. All rights reserved. www.ISPE.org.

& 1sPE. G.mp

Records and
Data Integrity
GUIDE

T IHL FATY
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What, in your opinion, can a computerized system supplier °

do to support you?

_ Royide,

CUStom'Sat)',(e)le lementationvalidation
methodpreserve

documentation

.. Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app -
15 Jul 2020 6



Key concepts R=SCO°

Market and
Distribute

Develop Produce
User Medicinal Maodicinal

Vieaicinal
Products Products ~

Products
Product and Process Understanding

R

Life Cycle Approach within a QMS
Scaleable Life Cycle Activities
Science Based Quality Risk Management

Leverage Supplier Involvement

(of comiﬂg&tg;ystems Develop Products\ Deiiver Products Su“:::)nrttalg?oa dn:cts
and services) and Services and Services ahid Sarvicas

Source: Figure 2.1, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008. All rights reserved. www.ISPE.org.
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oles and Responsibilities

QA — Quality Assurance

'~ » PO — Process Owner (Business)
SO — System Owner (IT)

« SME

GXP Compliance, services & Solutions
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20
’ &ngngbf}\uterized system
N

Operating environment
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What are examples of computerized systems?

spreadsheets
lims clou based

stems._dielectric
softwaren:
analysers. custom
o Instrument

+chromeleon

printer

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app
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System Life Cycle R=SCOP

Your dream
becomes reality

EXS

Eurachem - GAMP 5 Introduction
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System Life Cycle poentel =0 COP

Retention,
Potential : : . Migration,
Migration \ Destruction
_______________ » ‘—ié* ’;:é h‘ ‘ ,‘ :i —imimimimimim ]
Requirements"/ Retirement
i 1 Release ! Changes ;
i Assessment | i
PHASE" Concept |  Project - ! Operation { Retirement
S | g o
Supplier
Involvement* ——-- ¥y T it >

* - This could be a complex supply chain
- Supplier may provide knowledge, experience, documentation, and services
throughout lifecycle
Source: Figure 3.2, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008. All rights reserved. www.|SPE.org.
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V - Model R=SCO°

Planning  ja«——————— Reporting

Configuration
and/or Coding

—

Supporting Processes including Risk Management

Source: Figure 3.3, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008.
Al rights reserved. www.ISPE.org.
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V - Model in System Life Cycle

|

_______

and/or Coding

- Potential

-Project Stages Rc;iz:?i?)n

" Migration,
Destruction

| o | | Destructi

Changes

L

N\

Retirement

Risk Management, Design Review, Change and Configuration Management, Traceability, Document Management

* . Supporting Processes —
Concept; Project Operation i Retirement
. s ! s b
Supplier
Involvement -~ =tttrttes Lo B rmmmmmemmme e >

Source: Figure 4.1, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008. All rights reserved. www.|SPE.org.
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How we approach Validation? =S

KU

This picture, author: Unknown, licence: CC BY-SA



https://blog.dimensidata.com/cara-mengambil-gambar-yang-indah-dengan-kamera-dslr/
https://creativecommons.org/licenses/by-sa/3.0/

V - Model in System Life Cycle

|

_______

and/or Coding

- Potential

-Project Stages Rc;iz:?i?)n

" Migration,
Destruction

| o | | Destructi

Changes

L

N\

Retirement

Risk Management, Design Review, Change and Configuration Management, Traceability, Document Management

* . Supporting Processes —
Concept; Project Operation i Retirement
. s ! s b
Supplier
Involvement -~ =tttrttes Lo B rmmmmmemmme e >

Source: Figure 4.1, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008. All rights reserved. www.|SPE.org.
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Information Management Systems (i.e.

Laboratory Equipment (and Software)

"

What type(s) of systems do you already validate

LIMS, LIS, HIS)

Document Mangement Systems (i.e.
DMS, EDMS)

Spreadsheets

Planning Systems (ERP, MES)

(i.e. HPLC, Balance, HP-meter)

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app
15 Jur 2u2u |




GAMP Software Categories

R=SCO°

1 Infrastructure software

2 No longer used

3 Non-configured Products
4 Configured Products

5 Custom Applications

IT Infrastructure — tools
layer software — OS, DB,
Middleware

Firmware-based applications,
COTS software, Instruments

ERP, EDMS, LIMS, Spreadsheets

Dedicated Applications, Custom
Firmware, Spreadsheets (Macro)
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GAMP Software Categories R=SCOP

Category 3 Category 4 Category 5

Y
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WALKMAN
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Project Phase poental x=0COP

Retention,
Potential : : . Migration,
Migration \ Destruction
_______________ » ‘—ié* ’;:i .‘ ‘ ,‘ :i mimimimimimlm
Requirements”” Retirement
i Release ! Changes ;
i Assessment i
PHASE Concépt i Project Operation i Retirement
i n | g s
Suppli
lnvolv;F‘-ent* """" G 7 [ ot >

* - This could be a complex supply chain
- Supplier may provide knowledge, experience, documentation, and services
throughout lifecycle

Source: Figure 3.2, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008. All rights reserved. www.|SPE.org.
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Project Phase R=SCOP

Planning  ja«——————— Reporting

Configuration
and/or Coding

—

Supporting Processes including Risk Management

Source: Figure 3.3, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008.
Al rights reserved. www.ISPE.org.

Eurachem - GAMP 5 Introduction
15 Jul 2020 33




Category 3 - Non-configured Products

Primary
Responsibility

Regulated
Company

Specification\ / Verification

Non-Configured
Product

Supplier

Non-Configurable or Configurable Product Supplier

QMS

Source: Figure 4.2, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008. All rights reserved. www.ISPE.org.
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C/ategory 4 - Configured Products R=8COP°

Primary
Responsibility

Regulated
Company

A

\‘ Specification Verification

Configured Product

v
Supplier

Configurable Product Supplier

QMS

Source: Figure 4.3, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008. All rights reserved. www.|SPE.org.
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Clategory 5-Custom Applications e R=SCOP

Responsibility

Regulated
Company
A

Specification Verification

Code Modules

v
Supplier

Supplier Knowledge and Technical Expertise Supplier

QMS

Source: Figure 4.4, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008. All rights reserved. www.ISPE.org.
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What risks do Regulators pay attention to?

functioning

., _correcttraining
evidence & ® .
.Operation according

validation..-
declaration

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app




Isk Management R=SCOP

Data y
Integrity

Customer
Safety

GXP Compliar
Eurachem - CAMP 5 Introducticii
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Perform Initial Risk Assessment -
Step 1 and Determine System Impact R=SCOP
Step 2 Identify Functions with Impact on Patient
P Safety, Product Quality, and Data Integrity
Perform Functional Risk Assessments
Step 3

and Identify Controls

Step 4 Implement and Verify Appropriate Controls

Step 5 Review Risks and Monitor Controls

Eurach - GAMP 5 Introducti
Source: Figure 5.2, GAMP 5: A Risk-Based Approach to Compliant GxP Co%%%tgrriged S[;s emsf@I ﬁéﬁ%t ISPE 2008. 40
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Potential - @
Retention, 2 - S CO p
+ Migration,

Destruction
tmimimimim e »>

Planning  j«—————— '

|

Retirement

i Configuration ’ﬂ E
| and/or Coding J !
x Changes
| Concept! Project Operation i Retirement
‘ . Initial risk assessment . Risk-based decisions during planning of operational activities
. Risk-based decisions during planning . Functional risk assessments in change control
. Functional risk assessments . Risk-based decisions when planning system retirement

. Risk-based decisions during test planning
Source: Figure M3.3, GAMP-5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008. All rights reserved. www.ISPE.org.
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Why on earth do we need to do that?

How the customer explained it

How the Project Leader
understood it

How the Analyst designed it How the Programmer wirote it How the Business Consultant
described it

How the project was
documented

‘What operations installed

How the customer was billed How it was supported What the customer really

needed

Eurachem - GAMP 5 Introduction
15 Jul 2020
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"u
Have you ever misreported a result due to a computerized °

system (can also be a Spreadsheet) error?

" Yesa [ noB

No

Yes

.. Start the presentation to see live content. For screen share software, share the entire screen, Get help at pollev.com/app --3
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\Operational and Retirement phases

. GXP Compliance, services & Solutions
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Repair\aﬁti\vity

GXP Compliance, services & Solutions
Eurachem - GAMP 5 Introduction

Operational and retirement phases R=SCOP
0 Handover ® Periodic feview
Establishing and managing support ® Backupand restore
services s |
® . Business continuity management
® Performance monitoring )
®. Security management
Incident management o _
\ ® System Administration
® Corrective And Preventive Action (CAPA) , _
’ Data migration
e Qperational change and configuration ,
System retirement,
management N . :
decommissioning and disposal
[ J

15 Jul 2020 45




Establishing and managing support

Performance monitoring

Incident nm

'\Q\perational change and configuration

7112 [ 5103@)

managem

Repaif\actinvity

(5103()

| 5.10.3()

17025 15189 ),

Cperatlonal and retirement phases R=SCOP

Periodic review m
Backup an\d resm m
Business continuity managemm
Security managm m
System Adrhinism m
Data migration m m

system reren (RN N
decommissioning and disposa

Eurachem - GAMP 5 Introduction

15 Jul 2020 | 46




Operational life of
system begins

) ) T System 2 e S( O p
Service or Operational s:perseded —

support required records generated or ready to
be replaced
System security issues Issue resolved;
and administration Request fulfilled;
requests received Security and Security and administration
System records generated
Administration
Change completed
A system and change
change is Ch management Scheduled record
required ange records generated management
Scheduled M aPnagement activity/task
support activity/ rocess ( becoming due
peromarcs - e
iori
becoming due Management An incident 3 actions taken
and oceurs Incident where required
Performance Management
Monitoring and CAPA Process
— Records
net f': d s System use Management
escalate Business Continuity [SSi Process
Management
Process Records
available
Audit records for audit
Corrective generated and review
actions identified Audit and

Review Process

Service records and performance information generated

Source: Figure 4.5, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008. All rights reserved. www.ISPE.org. a7
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Operational andg@g@ent phases
ummar :
VS
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Summary

1. GAMP is the best englneermg practlce Guide o
- 2. Validation is taking pictures [EU e

3. Focus on Risk to the Patient, Product Quality and
Integrity

4 Perform validation, but remember to malntaln Contr0|5

_during operational and retirement phases \%EA —
5.. Use GAMPS5 to avoid mistakes ~_. HE
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Which stage in the life cycle do you think is the most
important?

@a@rﬁ:@ ——— T Regorting

Configuration
and/or Coding

—

Supporting Processes including Risk Management
?ogr?fh FEEE :3‘3 GjAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008.

tamames ROV aam

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app
- 15 Jul 2u2u




_Jr

R=SCO?

Now you are ready....

.. to start your GAMP5 adventure

with computer systems validation
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)Vlore information? Contact: - R=SCOP°

Richard Mulders
Principal Consultant Rescop

\\ r.muldefs@rescop.com
\ +31 6 13138575
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